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Design of an Intelligent Model for Information Protection
Against Cyber Threats: (An Analytical Study)
Dr. Ahmed Mohammed Nor Ejail
Abstract:

This study presents solution for the problems of data, information
and the ways to preserve it from all internal and external threats. The
study took great care of the matter of direct threat from malware which
exposes the system to dangerous cyber piracy. The study aimed to
build safe protection and effected system, determine the weak points in
protection system and the ways of reinforces it so as to secure it from the
damage , losses of data, information and stopping of the systems from
presenting services. The study depending on descriptive and elicitation
methods in determine the causes which leads to these problems using
the models and algorithm in design simple protection steps. The study
has arrived to important results in designing a model has ability to
provide safety degrees to protect the system from the threats in internal
and external level , control the access which send and receive the data.
Other results also achieve safety prevention in policy framework in
secure information technology. The study recommended of the necessity
in using this strong model which has ability in presenting the best ways
of protection for information technology and force the institution to
applicant it especially in (Data Centers), Other recommendations is to
examine the means of data transfer especially the Flash and the Laser
Disks, toughening up on observation devices , activate the dealing with
Folders , complicate and change the Password in continuity and refresh
the turn on systems, finally the Study recommended to installation of the
Malware Fighter and Updating it periodically , activate the characteristic
of (Backup) periodically , Using of (Firewall) , Using Modern Data
Encryption , activate Countersign (2FA) for E-mail accounts.
Keywords: Information Technology, The internal & External Threats,
The Malware, The Firewall, The Data Center. Cyber threats
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